Abstract-A generalized framework of spectrum sensing disruption for a power-limited adversary is proposed in this paper. In the literature, a conventional sensing attack typically assumes that the adversary has perfect knowledge of the spectral usage status. The framework in this paper considers a more general case where there are uncertainties in the estimates at the adversary. These uncertainties are modeled utilizing the probability of detection and the probability of false alarm. Then, the sum of the conditional probabilities of false detection at the secondary within the spectral range of interest, conditioned on the adversary's estimated spectrum usage status, is maximized. It is shown that the optimal sensing attack, given perfect estimation is a special case of the proposed framework. When the adversary has perfect spectrum usage information, this framework reduces to a previously demonstrated optimal sensing disruption. When the adversary has imperfect information on the spectral status, the proposed framework is significantly more robust than conventional sensing attacks. Further, when the adversary's power budget increases, it asymptotically approaches the sensing disruption performance upper bound.
I. INTRODUCTION
C OGNITIVE radio (CR) can help the problem arising from inefficient usage of limited electromagnetic spectrum under fixed allocation [1] , [2] . In CR networks, secondary users (SUs) are allowed to opportunistically access those spectral bands not being used by primary users (PUs), under the constraint that interference to PUs is below some threshold.
Spectrum sensing [3] - [6] is an essential component in realizing dynamic spectrum access for CR [7] . It enables SUs to be aware of the electromagnetic surroundings by identifying whether PUs are present within the spectral range of interest. However, spectrum sensing introduces new opportunities for an adversary [8] - [10] . Spectrum sensing attacks [9] , [11] , [12] can be categorized as sensing link disruption, also termed spoofing, and sensing cooperation disruption, also called a spectrum sensing data falsification (SSDF) attack. In spoofing, the adversary sends electromagnetic signals into vacant bands, to make the secondary mistakenly believe that these bands are used by PUs. Sensing cooperation disruption targets the cooperation process of cooperative spectrum sensing, where the CR network collects measurements from individual SUs and the adversary pretends to be an SU sending out falsified measurements so as to mislead the CR network in the final sensing decision. The focus of this paper is on sensing link disruption, since it applies to both local sensing and cooperative sensing.
A. Related Work
Numerous research papers considered sensing-link disruption in spectrum sensing [13] - [20] . By assuming that PU location is known, a countermeasure to a sensing-link attack is proposed, based on localization information from received signal strength measurements in [14] . Jin et al. [15] presented the detection of a sensing attack using Fenton's approximation and Wald's sequential probability ratio test (WSPRT), and extended this work in [16] , where a Neyman-Pearson composite hypothesis test and a Wald's sequential probability ratio test are analyzed. Secure spectrum sensing based on cryptographic techniques were proposed in [17] and [18] , where a publickey cryptography mechanism is used between primary and secondary users. In [19] and [20] , learning techniques were applied to mitigate the destructive effects of a sensing attack. The above research mainly focuses on proposing various approaches against sensing-link attacks. However, to better combat this attack, an in-depth analysis and optimal design on the attack itself is necessary.
Spoofing feasibility was analyzed in [21] , and its impact on CR network performance was investigated in [22] . How to optimally launch a sensing link disruption with a given power budget is important, since it provides a worst-case performance analysis for spectrum sensing mechanisms in the presence of a sensing-link attack. Optimal spoofing for an adversary with a limited power budget under additive white Gaussian noise (AWGN) was derived and analyzed in [11] , [23] , and [24] . This work was extended for fading propagation environments in [25] and [26] . However, it was assumed that the adversary knows spectral usage status perfectly. In [27] , the adversary is assumed to conduct the attack in a blind way such that it does not know the true status of primary signals. However, the adversary could obtain the spectral usage status 0090-6778 © 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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based on its own measurements. Haghighat and Sadough [28] and Saber and Sadough [29] propose a smart radio-aware adversary that performs its own spectrum sensing, and it consumes resources in a way that causes more destruction than current attackers. However, it lacks an in-depth analysis of the optimal attacking strategy.
B. Motivation and Contributions
In this paper, we investigate an intelligent adversary which has the ability to estimate the usage status within the spectral range of interest. A general scenario is considered where there could be estimation uncertainties on the spectral usage status at the adversary. That is, there is a non-zero probability at the adversary that a band is estimated to be busy but is actually vacant. Similarly, a band could be estimated to be vacant but actually be busy. We derived the optimal spoofing strategy with the assumption that the estimation at the adversary is perfect in [11] , where it was shown that the optimal spoofing is equal-power, partial-band spoofing. To the best of our knowledge, the problem of how to optimally spoof with a given power budget given realistic estimation uncertainties remains unresolved.
We tackle this problem in this paper by introducing the conditional probability that a band is actually vacant, given the sensed result on that band at the adversary. The sum of the conditional probabilities of false detection at the secondary, conditioned on the spectral usage status estimates at the adversary, is then derived and maximized. Numerical results show that the proposed spoofing outperforms conventional sensing disruption strategies, and asymptotically approaches the performance upper bound when there is no sensing estimation uncertainty at the adversary.
The contributions of this paper are as follows:
• We propose a generalized framework for sensing disruption by a power-limited adversary, which provides an intelligent transition for the adversary to launch different sensing disruptions. It is shown that the optimal sensing disruption strategy, given perfect estimation, is a special case of our proposed framework.
• We show that by applying the proposed framework, the sensing-attack performance of the adversary outperforms conventional algorithms, and asymptotically approaches the ideal sensing disruption performance when the adversary has perfect information.
• We provide an optimal disruption strategy for a sensing-link attack by optimally allocating an adversarial power budget across subcarriers in the sense of causing maximally destructive effects to the target CR network.
Meanwhile, it provides a worst-case performance analysis for secure spectrum sensing in the presence of sensing link disruption. This power-limited adversary framework has a variety of applications, including military and border patrol scenarios (unmanned aircraft, wireless sensor networks, vehicular networks, etc.) as well as Cognitive Internet-of-Things (CIoT) scenarios. Many CIoT applications, which are seen as good fits for spectrum sensing and dynamic spectrum access, such as healthcare, environmental monitoring, smart grids, intelligent traffic systems, and in-home systems, are not usually considered as adversarial scenarios. However, there are adversarial situations which can arise in all these applications, including terrorism, vandalism, and various financially motivated crimes (home burglary, waste dumping, avoiding speeding tickets, etc.) where sensor overrides or attacks could be deployed.
The rest of this paper is organized as follows. The system model and the generalized framework are presented in Section II. In Section III, a sub-optimal solution is given, and relationships of existing sensing disruption strategies with our proposed framework are analyzed. Performance analysis is described in Section IV and numerical results are presented in Section V. Finally, conclusions and future work are discussed in Section VI.
Regarding notation: random processes are written as functions of time, e.g., w i (t), random variables are denoted by uppercase bold letters, e.g., N P , and values that the random variables equal are represented by lowercase letters, e.g., n P . Variables or parameters associated with the adversary are denoted either with a tilde (∼) above the symbol or with a subscript or superscript A, and the notation → above a symbol denotes a vector.
II. SYSTEM MODEL AND GENERALIZED FRAMEWORK
FOR SENSING DISRUPTION The spectral range of interest consists of N bands, where some are busy bands occupied by PUs and the rest are vacant bands, not accessed by PUs and available for SUs. The transmissions of PUs are random, so the number of busy bands, N P , and the number of vacant bands, N S , are random, and at any particular instant of time, N P = n P and N S = n S . An SU carries out spectrum sensing within each periodic sensing interval, to determine the spectrum usage status (busy/vacant) of each band. The sensing decision at the SU on the ith band is denoted D i where i = 1, 2, · · · , N, which equals 1 or 0, indicating the observed band is busy or vacant, respectively. Each sensing interval is followed by a data transmission interval.
The adversary, who is a rival entity of the secondary, makes decisions on the spectral usage status at the start of the sensing interval. During the SU sensing interval, it sends spoofing signals into vacant bands, in order to mislead SU sensing decisions.
With the assumption that the spectral usage information at the adversary is perfect, optimal spoofing under AWGN was shown to be an equal-power, partial-band strategy in [11] . This corresponds to the ideal performance upper bound of adversary spoofing, since its attacking power would not be wasted in any busy bands. However, for a more realistic case, the estimates of which bands are vacant have uncertainties which can result in error decisions on the spectral usage status.
A. Estimation Uncertainties at the Adversary
Let D i,A denote the spectrum usage decision of the adversary on the i-th band, where i = 1, 2, · · · , N and the subscript A indicates the adversary. D i,A equals 0 or 1, with 0 indicating that the adversary thinks the i-th band is vacant, and 1 indicating that the i-th band is busy. Consequently, within the N spectral bands, there areÑ S bands sensed to be vacant by the adversary, andÑ P = N −Ñ S bands sensed to be busy by the adversary. BothÑ S andÑ P are random variables arising from the estimation uncertainties of D i,A . At any particular time,Ñ S =ñ S andÑ P =ñ P , whereñ S andñ P are integers within the range [0, N] andñ P = N −ñ S . Let {ñ S } and {ñ P } denote the sets of spectral bands that are sensed by the adversary to be vacant and busy, respectively. For the bands where i ∈ {ñ P }, D i,A = 1, and for i ∈ {ñ S }, D i,A = 0. When the adversary determines that the i-th band is busy, i.e., D i,A = 1, the probability that it is actually vacant, denoted byp (1) 0,i , is given bỹ
where H 0,i represents the event that the i-th band is actually vacant, and H 1,i denotes the event that the i-th band is actually busy. Similarly, the probability that the i-th band is actually vacant when the adversary thinks it is vacant, denotedp
Note that when there is no estimation uncertainty at the adversary,p
0,i in (1) equals 0 andp
0,i in (2) equals 1. Otherwise, both of them fall in the range (0, 1).
B. Motivation for the Proposed Framework
The generalized spoofing framework, incorporating the adversary's estimation uncertainty, originates from maximizing the conditional average number of false detections by the SUs over the actually vacant bands, as described below.
Let D i i = 1, 2, · · · , N be variables such that D i = 1 means that the i-th band is determined to be busy by the secondary, while D i = 0 indicates that this band is sensed to be vacant by the secondary. Therefore, the number of bands sensed to be busy by the secondary is the sum of D i over all i. The expectation of this sum is the average number of bands sensed to be busy by the secondary, N 1 , and is given by
where H 0,i and H 1,i denote the events that the i-th band is actually vacant and that the i-th band is actually busy, respectively. The two parts composing N 1 in (3), denoted N 1,0 and N 1,1 , are given by
For the i-th band, the probability that it is actually busy is denoted p H 1,i , and the probability that it is actually vacant is denoted p H 0,i . There are a total of 2 N different spectrum usage combinations of these N bands. Let The probability of this spectrum usage status of the N bands is denoted p H m , and we have
In this way, we have
and
Substituting (6) and (7) into (3),
sums for i from 1 to N , and for each i, the value of p H m stays constant. So we can take p H m out of the summation, and (8) can be written as
Substituting (10) into (8) ,
We next analyze the physical interpretations for N (10) can be further written as
where N S,m and N P,m denote the sets of spectral bands which are actually vacant and actually busy, respectively. For the spectral bands which are actually vacant, i.e., i ∈ N S,m , p H 0,i H m = 1, and for the bands that are actually busy,
Then (12) can be further written as
which is the average number of false detections within the actually vacant bands for the m-th spectral usage status of the N bands
in (10) can be written as
where
1,m is the average number of bands sensed busy by the secondary within those actually busy bands, i.e., i ∈ N P,m , given that at this instant of time, the actual spectrum usage status is H m . And thus, we have
• N 1 is the average number of bands sensed to be busy by the secondary, averaged over all possible spectral usage status combinations, within which -N
1,m is the average number of bands sensed busy by the secondary among the actually vacant bands, for a given spectral usage status H m , and -N (1) 1,m is the average number of bands sensed busy by the secondary among the actually busy bands, for a given spectral usage status H m .
• N 1 is the sum of N
1,m and N
1,m averaged over all the spectral usage status, given by
) is the goal of our proposed algorithm.
C. Generalized Framework for Sensing Disruption
Motivated by the derivations in Section II-B, we propose a generalized framework for sensing disruption. In the framework, estimation uncertainties at the adversary are incorporated. In this section, the formulation of the proposed framework is described.
Consider the probability that a band is vacant, but has been sensed to be busy by a SU, conditioned on the event that the adversary sensed the band to be vacant. This probability can be written as
Over all theÑ S =ñ S bands that are sensed to be vacant by the adversary, the sum of the conditional probabilities of false detection at the secondary while the spectral bands are actually vacant, conditioned on (17) where the subscript "0" of MÑ
indicates the condition that D i,A = 0. The superscriptÑ S =ñ S corresponds to the condition that the number of bandsÑ S that are sensed vacant by the adversary at some particular instant of time is equal toñ S .
On the other hand, when the adversary believes the i-th band is busy, it might be actually vacant, and the adversary does not want to miss out on the attacking opportunity if the band is actually vacant. So we create a more general formulation for the adversary to incorporate this band into the optimal attacking strategy. Intuitively, whether to spoof in this band is related to the probability of this band being actually vacant. In this way, the probability of a successful sensing attack, given that the sensed decision at the adversary D i,A = 1, can be formulated as the conditional probability that this band is determined to be busy by the secondary when it is actually vacant, conditioned on D i,A = 1 at the adversary, which can be expressed as
Summing this probability over all theÑ P =ñ P bands that are sensed busy by the adversary, we obtain the sum of the probabilities of false detection at the secondary when these bands are actually vacant, conditioned on D i,A = 1, where i ∈ {ñ P }, andÑ P =ñ P . This is by (19) where the subscript "1" of MÑ
indicates the condition that D i,A = 1. The superscriptÑ P =ñ P corresponds to the condition that the number of bandsÑ P that are sensed vacant by the adversary at some particular instant of time is equal toñ P .
Spoofing for a power-limited adversary with estimation uncertainty can be formulated as maximizing the secondary's sum of probabilities of false detection when the bands are actually vacant, conditioned on the adversary's sensing estimates D i,A (i = 1, 2, · · · , N),Ñ S =ñ S , with a given power budget A 0 , which can be expressed as (20) where a (0) i,J denotes the spoofing power the adversary allocates in the i-th band for i ∈ {ñ S }, and a (1) i,J represents the spoofing power the adversary distributes in the i-th band for i ∈ {ñ P }.
III. PROBLEM FORMULATION AND PROPOSED SUB-OPTIMAL SOLUTION
To obtain the optimal spoofing strategy of the adversary, the key task is to relate MÑ S =ñS J,0 and MÑ
to the adversary's attacking parameters, i.e., spoofing power in each band and sensing capabilities including the probability of false alarm and the probability of detection.
A. Spectrum Sensing at the Secondary
Under H 0,i in the i-th band, i.e., the primary signal is absent, the received signal at the SU is
where w i,S (t) is additive Gaussian noise in the i-th band with zero mean and variance σ 2 n . It is assumed that the thermal noise is identical across all bands. The spoofing signal emitted by the adversary in the i-th band is j i (t), which is assumed to be Gaussian distributed with zero mean, and hence its variance equals the spoofing power the adversary puts in this band. The path loss factor between the adversary and the SU in the i-th band is denoted h, assumed constant across all bands.
The expression in (21) incorporates cases where the spoofing power of the adversary is either present or absent in the i-th band. When the adversary chooses not to spoof in this band, A i,J is equal to zero; otherwise, A i,J is a positive value and not larger than the adversary's spoofing power budget A 0 .
Further, the decisions at the adversary on the spectrum usage status D i,A (i = 1, 2, · · · , N) are random. Accordingly, the corresponding spoofing power allocations in each band A i,J (i = 1, 2, · · · , N) are random, due to the random characteristics of the measurements. At any particular instant of time, measurements are obtained by the adversary, and we let a i,J denote the spoofing power A i,J at this time, i.e., A i,J = a i,J . Specifically, for the i-th band that is sensed to be busy by the adversary, i.e., D i,A = 1, we use the notation A (1) i,J = a (1) i,J to denote the spoofing power the adversary puts in it. Similarly, for the i-th band when
i,J denotes the spoofing power the adversary allocates to it.
B. Problem Formulation
From Section III-A, the received signal model can be written in the same form given in (21), regardless of whether D i,A is equal to 0 or 1. Letting a (0) i,J denote the spoofing power that the adversary intends to allocate to the bands where D i,A = 0, and following the same procedures as in [11] and [32] , we obtain
where Q(·) is the Gaussian tail function, T W is the integration-time-bandwidth product, and K is the detection threshold at the SU's receiver. Similarly, let a (1) i,J denote the spoofing power that the adversary intends to allocate to the bands where
And hence, (20) can be further formulated as
C. Proposed Sub-Optimal Solution
This optimization is nonlinear and nonconvex. However, p (0) 0,i is identical for all i ∈ {ñ S }, andp (1) 0,i is identical for all i ∈ {ñ P }, where we assume that the probability of false alarm p 
, then the optimal spoofing power allocation can be directly obtained by using the algorithm derived in [11] . For brevity, we call this algorithm perfect spoofing, where the adversary is assumed to have perfect knowledge of the spectral usage status. Specifically, let V = T W + (T W ) 2 + 8T W σ 2 n . When V ≥ K, the perfect spoofing strategy corresponds to equal-power, full-band spoofing. When V < K, the perfect spoofing strategy is equal-power, partial-band spoofing. The optimal number of spoofed bands equals either x * or x * , where · and · represent ceiling and floor operations respectively, and x * satisfies
T W , and p f represents the probability of false alarm at the secondary in the absence of spoofing.
However, our objective is to maximize MÑ
, which is nonlinear and nonconvex. Considering that the values ofp
0,i are typically not equal, the equal-power, partial-band strategy would no longer be the optimal solution for the problem in this paper. On the other hand, no matter what the optimal spoofing power allocation strategy is, there would be a portion of the total power budget assigned to theñ S spectral bands, with the rest assigned to theñ P bands. Using this characteristic of the objective function, we propose a sub-optimal algorithm for spoofing with estimation uncertainty:
Step 1: Assign a specific portion ρ (0 ρ 1) of the power budget A 0 to MÑ S =ñS J,0 , and consequently, the remain-
Step 2: With a power budget ρA 0 for theñ S sensed vacant bands, obtain the spoofing strategy via the perfect spoofing algorithm. Similarly, with a power budget (1 − ρ)A 0 for thẽ n P sensed busy bands, calculate the spoofing via the perfect spoofing algorithm.
Step 3: Maximize the objective function by varying ρ from 0 to 1 in discrete steps.
D. Intelligent Transition for Different Scenarios
In this section, we will show that the proposed framework provides an intelligent transition for the adversary to spoof under different scenarios.
1) When the Adversary Has Perfect Information:
When the adversary has perfect knowledge of which bands are vacant and which bands are busy, p 
In this case, the sensed vacant bands by the adversary are the actually vacant bands. That is,ñ S = n S . Substituting (26) into (20) , the formulation of the proposed spoofing reduces to
where n S denotes the set of actually vacant bands. Note that (27) is identical with the formulation for the optimal sensing disruption in [11] . In other words, optimal spoofing when the adversary has perfect spectral information is a special case of the proposed framework.
2) When the Spectrum Is Fully Loaded
Then the objective in (20) becomes
That is, no matter what spoofing power the adversary puts in each band, the objective is always constant and equal to 0. In this case, the best option for the adversary is not to spoof. This is reasonable, because when the spectrum is fully loaded, there is no vacant band for the secondary to access.
3) When the Spectrum Is Totally Vacant:
When the spectrum is totally vacant, p H 0,i = 1 and p H 1,i = 0. Then we
i,J for i ∈ ñ P . We can see from (30) that when all the spectral bands are actually vacant, the proposed algorithm for the adversary is to treat all the spectral bands identically, no matter whether the sensed decision at the adversary is 0 or 1.
We can see that the proposed framework provides an intelligent transition for the adversary to spoof under different scenarios.
IV. PERFORMANCE ANALYSIS We use the performance criterion "conditional average number of SU false detections N J , conditioned on the number of actually vacant bands N S = n S ," to evaluate the performance. We use the expression "conditional average number of SU false detections N J " for brievity hereafter. N J corresponds to the conditional average number of actually vacant bands that are falsely determined to be busy by the secondary, conditioned on the spectrum occupancy status at this particular instant of time. It is given by
where N S = n S is the number of actually vacant spectral bands at this instant of time, and {n S } denotes the set of spectral bands which are actually vacant. At a particular instant of time, we useD (t) to denote the measurement set at the adversary, that isD on the spectral usage status. Accordingly,
Based on a given measurement setD (t=t0) , the adversary carries out the proposed optimization given in (10), and obtains the spoofing power allocation A The conditional average number of false detections at the secondary over the actually vacant bands, conditioned on the number of actually vacant bands N S , the particular measurement setD (t=t0) and corresponding spoofing power A (t=t0) J by the adversary, can be calculated as
Due to estimation uncertainties, there are a total of 2 
Then we have p(A
The conditional average number of false detections at the secondary, averaged over all possible measurements and corresponding spoofing power allocations at the adversary, is given by where p(D (t=t0) ) is the probability that the adversary's measurement set isD (t=t0) . For example, for the case where there are i actually vacant bands sensed to be busy by the adversary, and there are j actually busy bands sensed to be vacant by the adversary, this probability can be calculated by
where n S is the number of actually vacant bands at this time, and p A f and p A d denote the probability of false alarm and the probability of detection at the adversary.
V. NUMERICAL RESULTS
Based on the calculations for N J from (31) to (33), we generate numerical results for performance analysis of the proposed algorithm, as well as comparisons with these three conventional algorithms: 1) Perfect Algorithm: the adversary is assumed to know perfectly the actual spectral usage status. This algorithm provides an upper bound for the sensing disruption performance of the adversary. 2) Sensed Algorithm: The adversary only spoofs the bands it has sensed to be vacant. 3) Blind Algorithm: The adversary considers all the spectral bands to be vacant, and uses the procedure from [11] to determine the percentage of bands to be spoofed. Note that the above procedure was optimal in [11] , because the adversary knows with certainty which bands were vacant. However, in this baseline algorithm, the adversary has no knowledge as to which bands are vacant.
A. Performance Comparisons
The average number of SU false detections with different values of spoofing power budget is plotted in Fig.1 , where the spoofing power budget is measured in terms of the jamming to noise ratio JN R = A 0 /N σ In Fig.1 , for any spoofing power, the average number of false detections for the proposed algorithm is always larger than those of the sensed and blind algorithms, and asymptotically approaches that of the perfect algorithm. When JN R is above approximately 0.70, the blind algorithm outperforms the sensed algorithm. This is because the sensed algorithm only attacks the sensed vacant spectral bands, but some of the actually vacant bands are misidentified. When the spoofing power is not large, it is better for the adversary to attack only the sensed vacant bands rather than spreading its power over all the spectral bands. However, when the spoofing power is large enough, it should spread its power across all the spectral bands to affect the ones misidentified as busy, since the spoofing power allocated in each band is still large enough to make the sensing attack successful.
Both the proposed and blind algorithms asymptotically approach the performance upper bound as the spoofing power increases. In contrast, the average number of false detections of the sensed algorithm first increases as the spoofing power increases, but beyond a certain point, it saturates to a constant. This is because neither the proposed algorithm nor the blind algorithm limits its attack within the sensed vacant bands, while the sensed algorithm only disrupts the sensed vacant ones. As a result, there would be a certain number of actually vacant bands not being spoofed.
The effects of the adversary's different sensing capabilities are illustrated in Fig.2 . When the sensing capability of the adversary decreases, e.g., from p , for the same value of the spoofing power, the average number of SU false detections decreases for both the proposed and sensed algorithms because there is a lower probability of hitting the actually vacant bands by the adversary. That is, the sensed algorithm is less effective than our proposed algorithm. Also, note that, under different sensing capabilities, the proposed algorithm asymptotically approaches the performance upper bound as the spoofing power increases, while the average number of SU false detections saturates to a much lower level for the sensed algorithm.
B. Attacking Performance With Varying Probabilities of False Alarm and Detection
The average number of SU false detections versus p A f is plotted in Fig.3 , where p A d = 0.90. As p A f increases, the average number of SU false detections for both the proposed and sensed algorithms decreases, while the average number of false detections for the perfect and blind algorithms stays constant. This is because neither the perfect nor the blind algorithm relies on the adversary's usage measurements. On the other hand, when p A f increases, more actually vacant bands are mistakenly determined to be busy by the adversary, leading to a lower chance for the adversary to hit the actually vacant bands. As a result, the average number of false detections for either the proposed or the sensed algorithm decreases. However, the average number of SU false detections is always larger for the proposed algorithm than for the sensed algorithm and the gap increases with p increases, the average number of SU false detections for both the proposed and sensed algorithms increases because the chance that the adversary spoofs actually vacant bands increases. The proposed algorithm always outperforms the sensed algorithm.
C. Sensitivity Analysis
In this section, we analyze how the performance varies for the proposed algorithm when the actual probability of detection at the adversary is p A d , and the adversary thinks its probability of detection is p A d,T . In Fig.5 , the average number of false detections at the secondary is plotted. Here, p A f = 0.10. We consider the cases when the adversary thinks its probability of detection is 0.60 or 0.80, while its actual probability of detection is 0.90. The average number of SU false detections of the proposed algorithm is higher than that of the sensed and blind algorithms. There is no significant performance degradation for these cases because, as shown in Appendix A, p (0) 0,i ≥p (1) 0,i . That is, the weight of the optimization for the sensed vacant bands is always larger than the weight for the sensed busy bands. Accordingly, the adversary favors the sensed vacant bands. Furthermore, when the spoofing power is small enough (small enough will be defined in Appendix B), then the adversary only spoofs the sensed vacant bands. On the other hand, when the spoofing power is large enough, then the adversary should allocate a certain portion ρ of its power budget to the sensed vacant bands, and the remaining portion 1 − ρ of the spoofing power budget to the sensed busy bands. We will show in Appendix C that the adversary favors the sensed vacant bands, that is, the parameter ρ is approximately no smaller than the ratiõ n S n S +ñ P .
VI. CONCLUSIONS AND FUTURE WORK
This paper presented a generalized framework for a power limited adversary. It can be applied for either the case where the adversary has perfect knowledge of the spectral usage status or the scenario where the adversary's estimates of spectral usage have uncertainties. The framework utilizes the conditional probability that, given the adversary's sensing results, the spectral band of interest is actually vacant. The sensing disruption strategy obtained under this framework maximizes the sum of conditional probabilities of false detection at the secondary, conditioned on the spectral usage status estimates at the adversary, with the constraint that the adversary has a limited power budget. Results show that, by utilizing the proposed sensing disruption, the adversary can achieve better performance than conventional algorithms. Our future work will extend this formulation to both the sensing and the data transmission durations of a cognitive radio network, and investigate optimal spoofing given cooperative spectrum sensing.
APPENDIX A PROOF OF THE RELATION BETWEENp
the following relationship holds: 
Substituting (A-2) and (A-2), we obtaiñ
When p(H 1,i ) = 0, we have p(H 0,i ) = 1. Substituting the equalities into (A-2) and (A-2),
Comparing (A-9) and (A-10), we havẽ
Substituting the equalities into (A-2) and (A-2),
Comparing (A-12) and (A-13), we havẽ
APPENDIX B PROOF OF LEMMA 2
Lemma 2: For a particular instant of time, there areñ S bands sensed to be vacant andñ P bands sensed to be busy by the adversary. When the adversary's spoofing power budget A 0 is small enough that A 0 ≤ c * · min(ñ S ,ñ P ), where c * satisfies the following equation
the optimal spoofing strategy for the adversary is to spoof only the sensed vacant bands. Proof : Recall that the spoofing strategy for the adversary is to maximize NÑ S =ñS J,0
. When the primary signal is absent, the received signal r i,S (t) at the SU can be written as,
where h is set to unity. Letting a
i,J denote the spoofing power that the adversary intends to allocate to the bands where D i,A = 0, and following the same procedures as in [32] 
where T W is the integration-time-bandwidth product, and K is the detection threshold at the SU's receiver. Similarly, let a (1) i,J denote the spoofing power that the adversary intends to put for the bands where
Therefore, the objective of the optimization MÑ
can be expressed as
To solve the optimization problem, we proposed a suboptimal algorithm in Section III, where ρA 0 (0 ρ 1) spoofing power is allocated to MÑ S =ñS J,0 , which is -6) and
, which is
Recall in Section III-C that, to obtain the sub-optimal solution for the proposed algorithm as well as a theoretical analysis of the proposed algorithm, we assume p A f,i is identical across the bands. Similarly, we assume that p A d,i is identical across these bands. We also assume that the a priori probabilities of H 0,i and H 1,i are independent of i. In this case, for the sensed vacant bands by the adversary where D i,A = 0, the probability that this band is actually vacant,p
Similarly, for the sensed busy bands by the adversary where D i,A = 1, the probability that this band is actually vacant, p
In this case, MÑ
in (B-6) can be further written as
where the total spoofing power budget for theseñ S bands is ρA 0 . It can be seen from (B-10) that maximizing MÑ S =ñS J,0 with spoofing power budget ρA 0 is equivalent to
It was shown in [11] that the optimal strategy for the adversary under the scenario in (B-11) is equal-power, partialband spoofing. Further, in the case considered for Lemma 2, the spoofing power budget A 0 is not large enough to spoof all theñ S sensed vacant bands and theñ P sensed busy bands simultaneously. That is, for this scenario, the optimal number n * 0 of bands that the adversary should spoof with the power budget ρA 0 within theñ S bands is smaller thanñ S , i.e., n * 0 <ñ S . When ρ = 0, i.e., no spoofing power is allocated for sensed vacant bands (this is not a sensible strategy but is included here for mathematical completeness), then in this case n * 0 = 0; when 0 < ρ ≤ 1, ρA 0 > 0 spoofing power is allocated to the sensed vacant bands, then in this case n *
can be expressed as follows:
where p f is the probability of false alarm at the SU. Here we assume the noise power is identical over all bands, and hence the false alarm probabilities in different bands at the secondary, when the spoofing signal is absent, are identical and denoted as p f .
Note that n * 0 corresponds to the optimal number of spoofed bands that maximizes MÑ S =ñS J,0 in (B-11) with spoofing power budget ρA 0 . We derive the optimal value of ρ making use of the optimality of n * 0 . We (1) first analyze what equality relationship n * 0 should satisfy to make it the optimal number of spoofed bands within theñ S sensed vacant bands by the adversary, and (2) then substitute this relationship into (B-11) to obtain the optimal value of ρ, i.e., the optimal portion of the spoofing power that the adversary should allocate to the sensed vacant bands. Since n * 0 > 0 is the optimal number that maximizes MÑ S =ñS J,0 in (B-11), we use a continuous variable x 0 < x <ñ S for exploring the exact value of n * 0 > 0. Let
where -14) can be further written as
The first derivative of g(x) with respect to x is dg(x) dx
Since the extreme point x * satisfies the relation that dg (x) dx x=x * = 0, from (B-16), we have
(B-17)
It can be seen from (B-17) that P J and x * always appear together in the form of P J x * . As P J is the spoofing power budget and x * represents the optimal number of spoofed bands, we define
where x * can be interpreted as the optimal spoofing power within each spoofed band. Substituting (B-18) into (B-17), 
Because c * is determined by the sensing parameters of the system, can be considered constant, as long as these sensing parameters are fixed. Substituting (B-24) into (B-23), (1) 0,i > 0, based on the fact that the probability of detection at the adversary is always larger than its probability of false alarm. Accordingly, when 0 < p(H 1,i ) < 1, the coefficient of ρ is positive, i.e., A 0 p is reached when ρ = 1. That is, in this case, the optimal strategy is to spoof only the sensed vacant bands.
APPENDIX C PROOF OF LEMMA 3
Lemma 3: When the spoofing power budget at the adversary is large enough to spoof all the spectral bands of interest, that is, the adversary allocates a certain portion ρ of its spoofing power budget to the sensed vacant bands, and the remaining portion 1 − ρ to the sensed busy bands, the optimal value of ρ satisfies ρ ≥ñ where
Substituting (C-7) and (C-8) into (C-6) yields,
(C-9)
Considering that d S = A 0 n S , and d P = A 0 n P , (C-9) can be further written as
(C-10)
The optimal value of ρ, denoted ρ * , is such that dF (ρ) dρ ρ=ρ * = 0. That is, Since d S = A 0 /ñ S , and
